Attorney's Docket No. 062891.1 142 
S/A for Managing Access for an End 
User in a Network Environment 
By: Mark (nmi) Albert, et al. 



1/5 



FIG. 1 



12 

S 


16 

S 


18a 

s 


END 




RAN 




SGSN 


USER 






SGSN 



r 

18b 



o 
o 
o 




32a 



GGSN 



GGSN 

° 32b 



14 



CLIENT SERVICE GATEWAY 



LOGGEN 
ELEMENT 




GTP 




KUT 


/ 


/ 


s 



24 



30a 



26 



GTP 



z 



GTP 



7 



GTP 



o o o 



30b 30c 



36 
Z_ 



30d 



QUOTA MANAGER ELEMENT 



42 BILLING SYSTEM 44 


\ ELEMENT / 




QUOTA 
SERVER 




BILLING 








MEDIATION 
AGENT 












PRICE 
SERVER 




ADVICE OF 








CHARGE 
SERVER 




/ 
50 




S 
60 



40 



ENTRY 



26 



FIG. 2 
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( START ) 



FIG. 3 A 
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END USER LOGS ON TO IP NETWORK. AN ENTRY 
X IN KUT IS CREATED (OR ACKNOWLEDGED) AND 
A PREPAID BILLING SERVICE FROM QUOTA 
SERVER MAY BE IDENTIFIED 



I 
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END USER MAY INITIATE A REQUEST THAT 
RESULTS IN A MATCHING OF A PREPAID POLICY 
WITH AN 'AUTHORIZE CONTENT' CONFIGURATION 
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I 



AUTHORIZATION DECISION IS 
EXECUTED BY QUOTA SERVER 
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WHERE END USER IS AUTHORIZED FOR THE SELECTED 
SERVICE, CLIENT SERVICE GATEWAY MAY BE NOTIFIED 
OF THE AUTHORIZATION AND SUBSEQUENTLY 
COMMUNICATE A SvcAuthReq TO AUTHORIZE THE 
SERVICE AND RETRIEVE ADEQUATE QUOTA 



I 
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CLIENT SERVICE GATEWAY MAY RECEIVE 
A SvcAuthResp FROM QUOTA SERVER 
AND RECEIVE A QUOTA ALLOCATION 
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CLIENT SERVICE GATEWAY MAY COMMUNICATE A 
ContentAuthReq TO PRICE SERVER 



I 
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PRICE SERVER MAY COMMUNICATE A 
ContentAuthResp TO CLIENT SERVICE GATEWAY WITH 
AN 'ACTION = FORWARD' AND A WEIGHT ASSIGNMENT 
OF TWELVE (IN THE EXAMPLE PROVIDED) 



I 
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CLIENT SERVICE GATEWAY MAY NOW FORWARD 
THE REQUEST TO A DESTINATION SERVER (i.e. THE 
ULTIMATE DESTINATION, e.g. yahoo.com) 
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STATISTICS, LOGS AND RECORDS MAY BE 
COMMUNICATED TO BILLING MEDIATION AGENT IN 
ORDER TO EFFECTUATE ADEQUATE ACCOUNTING 
AND BILLING REPORTS ASSOCIATED WITH END USER 
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END USER LOGS ON TO IP NETWORK. 
AN ENTRY IN KUT IS CREATED (OR 
ACKNOWLEDGED) AND A PREPAID 
BILLING SERVICE FROM QUOTA 
SERVER MAY BE IDENTIFIED 



I 
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END USER MAY INITIATE A REQUEST 
THAT RESULTS IN A MATCHING OF A 
PREPAID POLICY WITH AN 'AUTHORIZE 
CONTENT 1 CONFIGURATION 
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I 



AUTHORIZATION DECISION MAY 
BE EXECUTED BY QUOTA SERVER 



I 



WHERE END USER IS AUTHORIZED 

FOR THE SELECTED SERVICE, 
CLIENT SERVICE GATEWAY MAY BE 
NOTIFIED OF THE AUTHORIZATION 

AND SUBSEQUENTLY 
COMMUNICATE A SvcAuthReq TO 
AUTHORIZE THE SERVICE AND 
RETRIEVE ADEQUATE QUOTA 



I 



CLIENT SERVICE GATEWAY MAY 
RECEIVE A SvcAuthResp FROM 
208- / l QUOTA SERVER AND RECEIVE A 

QUOTA ALLOCATION 



I 



A RESPONSE FROM QUOTA 
21 0^ SERVER REDIRECTS THE FLOW 



CLIENT SERVICE GATEWAY 
MAY NAT THE PACKET TO 
ADVICE CHARGE SERVER 



ADVICE OF CHARGE SERVER MAY 

REDIRECT (ASSUMING HTTP) 
END USER TO A WEBPAGE WITH 

THE PRICE IDENTIFIED AND A 
CHOICE SEGMENT (e.g. YES/NO) 
FOR END USER TO SELECT 



FIG. 3B 
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END USER MAY APPROVE THE 
PURCHASE AND BE REDIRECTED 

BACK TO THE ORIGINAL PAGE 
THAT HE ATTEMPTED TO ACCESS. 
ADVICE OF CHARGE SERVER MAY 
THEN INFORM QUOTA SERVER OF 
THE APPROVAL 



I 



END USER MAY AGAIN 
COMMUNICATE HIS REQUEST, 
WHICH WILL BE SEEN AGAIN BY 
CLIENT SERVICE GATEWAY. THE 
REQUEST MAY MATCH A PREPAID 
POLICY WITH 'AUTHORIZE 
CONTENT' CONFIGURED 



I 



CLIENT SERVICE GATEWAY MAY 
COMMUNICATE A ContentAuthReq 
TO PRICE SERVER 



I 



PRICE SERVER MAY 
COMMUNICATE A ContentAuthResp 
TO CLIENT SERVICE GATEWAY 
WITH 'ACTION = PERMIT AND 
DELEGATE A WEIGHT OF EIGHTEEN. 
CLIENT SERVICE GATEWAY MAY 
FORWARD THE REQUEST TO THE 
CONTENT SERVER 



I 



STATISTICS, LOGS AND RECORDS 
MAY BE COMMUNICATED TO 
BILLING MEDIATION AGENT IN 

ORDER TO EFFECTUATE 
ADEQUATE ACCOUNTING AND 
BILLING REPORTS ASSOCIATED 
WITH END USER 
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FIG. 3C 
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( START ) 



END USER LOGS ON TO IP NETWORK. AN ENTRY IN KUT IS 
CREATED (OR ACKNOWLEDGED) AND A PREPAID BILLING 
SERVICE FROM QUOTA SERVER MAY BE IDENTIFIED 
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304 



END USER MAY INITIATE A REQUEST THAT 
RESULTS IN A MATCHING OF A PREPAID POLICY 
WITH AN 'AUTHORIZE CONTENT' CONFIGURATION 

" J 



THE AUTHORIZATION DECISION MAY 
BE EXECUTED BY QUOTA SERVER 
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WHERE END USER IS AUTHORIZED FOR THE SELECTED 
SERVICE, CLIENT SERVICE GATEWAY MAY BE NOTIFIED 
OF THE AUTHORIZATION AND SUBSEQUENTLY 
COMMUNICATE A SvcAuthReq TO AUTHORIZE THE 
SERVICE AND RETRIEVE ADEQUATE QUOTA 
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CLIENT SERVICE GATEWAY MAY RECEIVE A SvcAuthResp 
FROM QUOTA SERVER AND RECEIVE A QUOTA ALLOCATION 
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CLIENT SERVICE GATEWAY MAY COMMUNICATE 
A ContentAuthReq TO PRICE SERVER 
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PRICE SERVER MAY COMMUNICATE A ContentAuthResp TO 
CLIENT SERVICE GATEWAY WITH AN 'ACTION = FORWARD' 
AND A WEIGHT ASSIGNMENT OF TWELVE (IN THE EXAMPLE 

PROVIDED) OR 'ACTION = DROP' 



I 



IF A PERMIT RESPONSE HAS 
BEEN PROVIDED, CLIENT 
SERVICE GATEWAY MAY 
31 4 -A FORWARD THE REQUEST TO THE 
CONTENT SERVER AND NORMAL 
OPERATIONS MAY ENSUE 



( END ) 
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IF THE ACTION IS PROVIDED 
AS 'DROP,' CLIENT SERVICE 
GATEWAY MAY DROP THE 
SESSION 



316 
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FIG. 3D 
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END USER LOGS ON TO IP NETWORK. AN ENTRY IN KUT IS 
CREATED (OR ACKNOWLEDGED) AND A PREPAID BILLING 
SERVICE FROM QUOTA SERVER MAY BE IDENTIFIED 



I 



402 



END USER MAY INITIATE A REQUEST THAT 
RESULTS IN A MATCHING OF A PREPAID POLICY 
WITH AN 'AUTHORIZE CONTENT' CONFIGURATION 
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THE AUTHORIZATION DECISION MAY 
BE EXECUTED BY QUOTA SERVER 



I 
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WHERE END USER IS AUTHORIZED FOR THE SELECTED 
SERVICE, CLIENT SERVICE GATEWAY MAY BE NOTIFIED 
OF THE AUTHORIZATION AND SUBSEQUENTLY 
COMMUNICATE A SvcAuthReq TO AUTHORIZE THE 
SERVICE AND RETRIEVE ADEQUATE QUOTA 
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CLIENT SERVICE GATEWAY MAY RECEIVE A SvcAuthResp 
FROM QUOTA SERVER AND RECEIVE A QUOTA ALLOCATION 
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CLIENT SERVICE GATEWAY MAY COMMUNICATE 

A ContentAuthReq TO PRICE SERVER. PRICE 
SERVER MAY COMMUNICATE A ContentAuthResp 

TO CLIENT SERVICE GATEWAY WITH 
'ACTION = FORWARD' AND WEIGHT EQUALS ZERO 
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CLIENT SERVICE GATEWAY MAY FORWARD 
THE REQUEST TO THE CONTENT SERVER 
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STATISTICS, LOGS AND RECORDS MAY BE 
COMMUNICATED TO BILLING MEDIATION AGENT IN 
ORDER TO EFFECTUATE ADEQUATE ACCOUNTING AND 
BILLING REPORTS ASSOCIATED WITH END USER 



C END ) 



